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1. Executive summary of client requirements 

Trusted Vision Company is pleased to offer consulting services for the implementation and acquisition of ISO 27001:2022 certification. 

Our We believe that our extensive experience in conducting similar cybersecurity projects positions us among the elite consulting firms. This is further 

supported by our: 

• Balanced blend of international and local expertise in cybersecurity. 

• Efficient project execution approach, ensuring timely, professional, and high-quality outcomes. 

• Comprehensive knowledge and experience in designing and implementing solutions aligned with international standards and best practices. 

• Best consulting expertise to enhance cybersecurity. 

2. Project Benefits and Values 

By implementing this project, the expected benefits and values will be the following. 

1. Improve the cybersecurity system within the entity 

2. Increase competitive advantage by ensuring the safety, security, value and availability of data to support business decisions. 

3. Achieve economy and efficiency by applying international controls and standards 

4. Reduce risks and costs resulting from data breaches and cybersecurity risks. 

5. Enhance transparency and accountability in cybersecurity management 

 



Note: The cooperation of the entity and its employees is important, sensitive and necessary to ensure the success of this project. 

 

Note: Some documents may be combined and delivered to one document as needed and according to the requirements and circumstances of the entity. 

  



3. Project management and implementation methodology 

We at Trusted Vision follow the global project management methodology of the Project Management Institute (PMI) in terms of initiating, planning, executing, 

monitoring, and controlling, and closing. 
  

Closing
Monitoring and 

Controlling
ExecutingPlanningInititiaing



3.1 Initiating Phase 

At this phase, the project is defined, and the project leader outlines their responsibilities, identifies key stakeholders, and conducts a status assessment. This 

assessment aims to develop a comprehensive understanding of the entity's cybersecurity system, its compliance posture, and the associated cyber risks. 

The table below lists the activities that will be carried out during this phase: 

# 
Activities that must be conducted by the trusted 

vision company 

Activities that must be conducted by 

the entity 

Activities completed and materials 

delivered to the entity 

1 Preparing the project team 
Assigning a project manager from the 

entity to work with the consultants 
A team prepared to start the project 

2 
Preparing to start the project and holding the kickoff 

meeting 

Inviting the head of the entity and all 

department heads 
Meeting minutes 

Closing
Monitoring and 

Controlling
ExecutingPlanningInititiaing



# 
Activities that must be conducted by the trusted 

vision company 

Activities that must be conducted by 

the entity 

Activities completed and materials 

delivered to the entity 

3 Develop Project Plan Review and approve the project plan Project Plan 

  



3.2 Planning Phase 

At this phase, various activities will be undertaken, including conducting a status assessment to gain a comprehensive understanding of the entity's 

cybersecurity framework, collecting all relevant documents available within the entity, evaluating its compliance posture, and identifying associated cyber 

risks. 

The table below contains the activities that will be carried out at this phase: 

Closing
Monitoring and 

Controlling
ExecutingPlanningInititiaing



# Activities that must be conducted by the trusted vision company 
Activities that must be conducted 

by the entity 

Activities completed and materials 

delivered to the entity 

1 

Collect evidence and information related to cybersecurity 

requirements, including current cybersecurity governance 

documents: 

• Policies 

• Procedures 

• Cybersecurity Strategy, Digital Transformation, Data 

Management and IT 

• Frameworks 

• Technical Standards 

• Information and Technology Asset Registe 

Submitting the required 

documents 
Meeting minutes 

2 

Conducting interviews with departments and stakeholders, 

including but not limited to: 

1. General Department of Cybersecurity 

2. General Department of Information Technology 

3. General Department of Digital Transformation 

4. Facilities Department 

5. Administrative Affairs Department 

1. Coordinate interview 

appointments 

2. Submit required 

documents 

Meeting minutes 

  



3.3 Executing Phase 

 

At this phase, the project is implemented according to the plan set to obtain the expected outputs. 

The table below contains the activities that will be carried out at this phase: 

 

ISO 27001:2022 and SOC2 TYPE 2 Implementation (TSC + CIA Part) 

Closing
Monitoring and 

Controlling
ExecutingPlanningInititiaing



# Activities that must be conducted by the trusted vision 

company 

Activities that must be conducted by the 

entity 

Activities completed and 

materials delivered to the 

entity 

1 

Develop documents related to the cybersecurity system 

(policies, standards, procedures, and measurement 

indicators), including but not limited to: 

• Cybersecurity Oversight Committee Charter. 

• Acceptable Use. 

• Malware Protection. 

• ISMS Strategy 

• Third-party Security Management. 

• Cybersecurity Logs and Incident Management and 

Monitoring. 

• Physical Security. 

• Cybersecurity Business Continuity. 

• Information Asset Management. 

• Data Classification and Protection. 

• Mobile and Personal Device Security Management. 

• Network and Communications Security. 

• Secure Development of Applications and Systems. 

• Identity Management and Access Control. 

• Encryption and Key Management. 

• Backup Management. 

• Cybersecurity Risk Management. 

Review and approval of documents Documents related to the 

cybersecurity system 



  

# Activities that must be conducted by the trusted vision 

company 

Activities that must be conducted by the 

entity 

Activities completed and 

materials delivered to the 

entity 

• Technical Vulnerability Management Standards. 

• Cybersecurity Compliance Management Standards. 

• Cybersecurity Internal Audit Management 

Standards. 

• Cybersecurity Threat Management Standards. 

• A detailed program and plan for assessing internal 

compliance with policies and procedures (for at 

least one year). 

• A detailed program and plan for internal auditing 

(for at least one year). 

• Baseline’s Configuration standards for technical 

assets 

• Risk Assessment Report  

• Risk Register & Risk Treatment Plan 



SOC2 TYPE 2 Implementation (Privacy Part) 

#NO 

Activities that must be conducted by the trusted 

vision company 

Activities that must be conducted by the 

entity 

Activities completed and 

materials delivered to the 

entity 

1.  

Develop a personal data protection plan that meets the 

operational and strategic requirements of personal data 

protection by the Personal Data Protection Policy 

issued by the National Data Management Office. 

Review and approve a personal data protection 

plan. 
A personal data protection plan. 

2.  Developing a Record of Processing Activities (ROPA). 
Review and approve the Record of Processing 

Activities (ROPA). 

Record of Processing Activities 

(ROPA). 

3.  Website Privacy Policy and Cookie Policy. 
Review and approve the Website Privacy Policy 

and Cookie Policy. 

Website Privacy Policy and Cookie 

Policy 



#NO 
Activities that must be conducted by the trusted 

vision company 

Activities that must be conducted by the 

entity 

Activities completed and 

materials delivered to the 

entity 

4.  

Data Protection and Privacy Policy (Handling Personal 

Data and Compliance with PDPL Principles including 

Privacy by design and default and data minimization 

guidelines). 

Review and approve the Data Protection and 

Privacy Policy. 
Data Protection and Privacy Policy. 

5.  Personal Data Breach Notification Template 
Review and approve the personal data breach 

notification template 

Personal Data Breach Notification 

Template 

6.  Development of Personal Data Protection Training Plan 
Review the personal data protection training 

plan. 

Personal Data Protection Training 

Plan 



#NO 
Activities that must be conducted by the trusted 

vision company 

Activities that must be conducted by the 

entity 

Activities completed and 

materials delivered to the 

entity 

7.  

• Document of Roles and Responsibilities Related to 

Personal Data Protection 

• Target Operating Model (TOM) 

Review and approve the document outlining 

roles and responsibilities related to personal 

data protection. 

Document of Roles and 

Responsibilities Related to Personal 

Data Protection 

8.  Privacy Risk Assessment Policy and Procedures - DPIA 
Implementing the Privacy Risk Assessment 

Policy and Procedures. 

Privacy Risk Assessment Policy and 

Procedures - DPIA 

9.  (DPIA) Impact Assessment Template Review and approve the Data Protection 

Impact Assessment (DPIA) template. 

(DPIA) Impact Assessment 

Template 

10.  Reporting and Approval Policy and Procedures 
Implementing policies and procedures for 

managing consents. 

Reporting and Approval Policy and 

Procedures 



#NO 
Activities that must be conducted by the trusted 

vision company 

Activities that must be conducted by the 

entity 

Activities completed and 

materials delivered to the 

entity 

11.  Consent Collection Template 
Review and approve the consent collection 

template. 
Consent Collection Template 

12.  

Data Subject Rights Management Procedures 

(Procedures for Handling Data Subject Requests include 

Access, Correction, Erasure, and Restriction of 

Processing Requests 

Implementing procedures and plans for 

managing data subject rights. 

Data Subject Rights Management 

Document. 

13.  Record of Personal Data Subject Requests 
Review and approve the record of data subject 

requests. 

Record of Personal Data Subject 

Requests 

14.  Data Subject Requests Template 
Review and approve the data subject request 

template. 
Data Subject Requests Template 



#NO 
Activities that must be conducted by the trusted 

vision company 

Activities that must be conducted by the 

entity 

Activities completed and 

materials delivered to the 

entity 

15.  Data Sharing Policy and Procedure 
Review and approve the data sharing policy 

and procedures. 
Data Sharing Policy and Procedure 

16.  

Data Processing and Sharing Agreement for supplier 

contracts (Controller-to-Controller and Controller-to-

Processor) 

Review and approve the data processing and 

sharing agreement. 

Data Processing and Sharing 

Agreement 

17.  Third-Party Compliance Assessment Template Review and approve the third-party compliance 

assessment template. 

Third-Party Compliance 

Assessment Template 

18.  
Record of Disclosure and Sharing Activities 

Documentation 

Review and approve the record of disclosure 

and sharing activities documentation. 

Record of Disclosure and Sharing 

Activities Documentation 



#NO 
Activities that must be conducted by the trusted 

vision company 

Activities that must be conducted by the 

entity 

Activities completed and 

materials delivered to the 

entity 

19.  Internal Disclosure/Sharing Cases Assessment Review and approve the assessment of internal 

disclosure/sharing cases. 

Internal Disclosure/Sharing Cases 

Assessment 

20.  
Data Sharing Template and Attachment on the 

Website. 

Review and approve the data sharing template 

and its attachment on the website. 

Data Sharing Template and 

Attachment on the Website. 

21.  Process for Managing Data Breach Handling. 
Review and approve the process for managing 

data breach handling. 

Document for Managing the Data 

Breach Handling Process. 

22.  Data Breach Notification Template. Review and approve the Data Breach 

Notification Template. 
Data Breach Notification Template 

23.  Retention and Disposal Policy and Procedures. 
Review and approve the Access Storage and 

Disposal Policy and Procedures. 

Access Disposal Policy and 

Procedures. 



#NO 
Activities that must be conducted by the trusted 

vision company 

Activities that must be conducted by the 

entity 

Activities completed and 

materials delivered to the 

entity 

24.  Internal compliance monitoring report. 
Review and approve the internal compliance 

monitoring report. 

Internal compliance monitoring 

report. 

25.  Consolidated Record of Compliance Audit Logs. Review and approve the compliance audit logs. Compliance audit logs. 

26.  

Preparing educational awareness materials on how to 

protect personal data. (including PDPL principles, data 

protection responsibilities, and regulatory 

requirements) 

Coordination with all departments and 

divisions. 

Awareness Tests and 

Understanding Assessment 

Presentations 

27.  
Implementation plan for the personal data protection 

law and regulation. 
Review and approve the implementation plan. 

Implementation plan for the 

personal data protection system 

and regulation. 



 

 

#NO 
Activities that must be conducted by the trusted 

vision company 

Activities that must be conducted by the 

entity 

Activities completed and 

materials delivered to the 

entity 

28.  
Dashboard for Displaying Data and Information in 

Graphical Interfaces. 
Review and approval. Dashboard 



3.4 Monitoring and Controlling phase 

At this phase, project work is monitored, performance and changes are tracked, and all project deliverables are verified. The project objectives are achieved, and 

final approval of the deliverables is obtained. 

The table below also contains the activities that will be carried out at this phase: 

# 
Activities that must be conducted by the trusted vision 

company 

Activities that must be conducted by the 

entity 

Activities completed and 

materials delivered to the 

entity 

1 
Conduct Cybersecurity awareness workshops for all company 

employees 
Coordinate meeting with stakeholders Awareness workshop materials 

Closing
Monitoring and 

Controlling
ExecutingPlanningInititiaing



# 
Activities that must be conducted by the trusted vision 

company 

Activities that must be conducted by the 

entity 

Activities completed and 

materials delivered to the 

entity 

2 Supervise the ISO 27001:2022 implementation - Meeting minutes 

3 Provide a Bi-Weekly email on the progress - Project progress 

4 

Support preparation for Management Review (objectives 

status, risks, non-conformities, corrective actions, improvement 

opportunities) 

- Meeting minutes 

5 Conduct Internal Audit for ISO 27001:2022 Collaboration with the internal auditor Internal audit report 

6 Receive all project data Approve all the documents Receive all project data 

  



3.5 Closing phase 

At this phase, the external auditor will conduct the audit to ensure compliance and obtain the ISO 27001:2022 certification for the entity. Once the 

certification is secured, the project closure report is signed, and the project is officially closed. 

The table below contains the activities that will be carried out at this phase: 

# 
Activities that must be conducted by the trusted vision 

company 

Activities that must be conducted by the 

entity 

Activities completed and 

materials delivered to the 

entity 

1 External Audit of ISO 27001:2022 Cooperation with the external auditor 

Audit report with certificate. 

Note: The external auditor may 

refuse to grant the ISO 

Closing
Monitoring and 

Controlling
ExecutingPlanningInititiaing



# 
Activities that must be conducted by the trusted vision 

company 

Activities that must be conducted by the 

entity 

Activities completed and 

materials delivered to the 

entity 

27001:2022 certificate due to 

the lack of evidence of support 

and operation of the 

information security system 

2 Project sign-off Sign off by the company’s Management Project closure report 

  



4. Knowledge Transfer 

Knowledge transfer includes transferring knowledge from the consultant to the entity’s employees and training with the aim of carrying out the work that the 

consultants were doing and enabling the Authority’s employees to be able to carry out all the consultants’ work with confidence and competence. Knowledge 

will be transferred to the entity’s employees through the following schedule: 

what (content) when 
From (target 

management) 
How (communication channels) 

All documents and plans related to the project Daily 
Cybersecurity (if applicable) 

or relevant department 

• Video meetings 

• In-person meetings 

• E-mail 

  



5. Weekly Project Progress Report 

The table below shows the project progress on a weekly basis to ensure that the objectives are met according to the planned schedule. The report is divided into 

four main sections: 

1. Current Week Achievements: Includes all activities and tasks completed during the week. 

2. Next Week Achievements: Identify the tasks and activities planned to be implemented to ensure continuity. 

3. Challenges: Review obstacles that may affect the workflow, identifying areas that need solutions. 

4. Recommendations: Provide suggestions to improve performance, reduce potential challenges, and ensure operational efficiency. 

  



6. Resource, Quality and Communication Plans 

In the initiating phase, the project manager makes a set of plans to implement the project in the best possible way, including a resource plan, a quality plan, and 

a communication plan, as follows: 

1. In the resource plan, the available resources are identified, requirements are determined, priorities are determined, and resources are distributed 

according to priorities. 

2. In the quality plan, quality standards are determined for application in the project, such as workflow methods, time required to review documents, and 

mechanisms for reviewing and approving documents. 

3. In the communication plan, the best methods of communication are determined according to the needs of stakeholders, and the plan is written down 

and implemented 

The plans are an important part of project management, and their purpose is to determine how to prepare resources, manage quality, and how to communicate 

during the life of the project. They include all the roles of stakeholders. 

  



7. Risk Register 

The most important risks related to the project and the controls for dealing with them have been identified as in the table below 

Danger 

number 
Risk scenario Total level Controls for dealing with risk 

1 
Lack of cooperation from the entity’s employees, resulting in a 

delay in deliveries 
high 

1. Allocating a person from the entity and assigning him to 

work with the consultants 

2. Giving a message and order from the authorized person 

to all departments regarding the necessity of 

cooperating with the consultants to ensure the 

completion of the project within the specified time 

2 The entity is not satisfied with the documents delivered middle 
Developing a quality plan and activating it between the 

company and the entity 

3 One of the consultants resigned during the project work low Providing other consultants as backup by the company 

 

  



8. Project Scope and Assumptions 

Out of Scope of Work 

1. Implementing or purchasing technical tools and solutions related to the implementation of the ISO 2701:2022 

2. Any other service not clearly mentioned in the previous sections will be considered outside the scope of work. 

Assumptions 

1. All activities will take place during the project period only and the company has no relationship if there is any delay or lack of cooperation 

from the entity. 

2. The company is not responsible for any delay caused by the entity. 

3. Cooperation from the entity’s departments and departments is mandatory for the success of the project. 

4. Delivered documents will be reviewed for 3 days only. 

5. This project will be implemented within 6 months. 

6. After the project, we will be with you during the audit phase to maintain the ISO 27001 certificate 

7. An AI bot will be integrated to record and summarize conversations, aiming to assist consultants in improving and enhancing meeting 

minutes. 

8. The company has the right to temporarily suspend the project if the payment is not made within two weeks from the date of issuing and 

sending the invoice to the entity. 

  



9. Company Information 

 Trusted Vision is a cybersecurity and data management consulting firm that provides full services in governance, risk, and compliance management, as well as 

solutions and training, to help entities meet their business requirements.  

  



10. Certificates 

Our team holds a variety of certifications, including: 

      

   

   

   

   



   
  

      

 
 

 

   

 

 
 

  

  



11. Previous Projects 

Many projects have been implemented by dealing with various parties in different countries and multiple environments, and we always strive to implement the 

best practices and standards to achieve the best required results. 

Project 

No. 
Project Name Client Name Logo Project Description 

1 

Implementation of the 

SAMA CSF Cybersecurity 

Framework 

Gulf Union and Al Ahlia 

Insurance Company 

 

1. Developing cybersecurity policies, procedures 

and standards issued by the Saudi Central 

Bank 

2. Conducting a Cybersecurity Risk Assessment 

on information systems, assets and processes 

3. Developing key performance indicators and 

key risk indicators for operations (KPIs, KRIs) 

4. Performing process monitoring 

2 

Implementing a Business 

Continuity Management 

System SAMA BCM 

ASIG Insurance 

Company 

 

1. Establish a Business Continuity Management 

System 

2. Develop relevant policies, procedures and 

standards 

3. Define and implement a Business Impact 

Analysis 

4. Conduct a Business Continuity Risk 

Assessment 

5. Define a Recovery Time Objective (RTO) and a 

Recovery Point Objective (RPO) 

6. Developing a Business Continuity Strategy 



7. Develop Business Continuity Plans 

8. Define Performance Metrics and KPIs 

3 

Implementation of 

Business Continuity and 

Disaster Recovery Program 

Energy Manufacturing 

and Services Company 

(TAQA) 

 

1. Establish a Business Continuity Management 

System 

2. Develop relevant policies, procedures and 

standards 

3. Define and implement a Business Impact 

Analysis 

4. Conduct a Business Continuity Risk 

Assessment 

5. Define a Recovery Time Objective (RTO) and a 

Recovery Point Objective (RPO) 

6. Develop a Business Continuity Strategy 

7. Develop Business Continuity Plans 

8. Define Performance Metrics and KPIs 

4 

Implementation of ISO 

27001 and basic 

cybersecurity controls 

(ECC, CCC, DCC, OSMACC, 

TCC) 

Energy Manufacturing 

and Services Company 

(TAQA) 

 

1. Establish a cybersecurity management system 

2. Develop a cybersecurity strategy and 

operational model 

3. Develop relevant policies, procedures and 

standards 

4. Ensure compliance with the National 

Cybersecurity Authority frameworks ECC, 

CCC, DCC, OSMACC, TCC 

5. Ensure compliance with ISO 27001 



6. Conduct internal audits on the National 

Cybersecurity Authority frameworks and ISO 

27001 

7. Obtain ISO 27001 certification 

5 

Audit and Oversee the 

Implementation of NCA-

ECC Essential 

Cybersecurity Controls 

Sovereign Government 

Entity 

 

1. Improve governance documents (cybersecurity 

strategy, cybersecurity roles and 

responsibilities, cybersecurity policies) 

2. Audit of core cybersecurity controls NCA-ECC 

6 IT Systems Audit 

Lebara 

Telecommunications 

Company 
 

IT Policies and Procedures Audit (General 

Technical Controls + Application Technical 

Controls) 

7 
ISO 27001 Information 

Security Standard Training 

Energy Manufacturing 

and Services Company 

(Energy) 

 

Providing training in ISO 27001 information 

security standard 

8 
Data Management and 

Governance Strategy 

King Abdulaziz Public 

Library 

 

1. Conduct gap analysis on the national data 

governance and management framework 

2. Study the current situation 

3. Develop a data management strategy 

4. Develop an open data plan 

5. Publish six open data sets on the Saudi 

National Data Platform 



9 

Implementation of ISO 

27001 Information 

Security Standard 

Genelle 

 

1. Establish an information security management 

system 

2. Develop relevant policies, procedures and 

standards 

3. Ensure compliance with ISO 27001 

4. Conduct remediation activities and resolve 

findings 

5. Obtain ISO 27001 certification 

10 

Saudi Aramco 

Cybersecurity 

Implementation 

Maham 

 

1. Implement Aramco Cybersecurity Standard 

SACS-002 

2. Develop relevant policies, procedures and 

standards 

11 Data Classification Perfect Presentation 

 

1. Collect and classify all data 

2. Develop policies, procedures and standards 

related to data classification and protection 

12 

Implementation of ISO 

27001 Information 

Security Standard and 

Basic Cybersecurity 

Controls (ECC, CCC, DCC, 

OSMACC, TCC) 

National Community 

Development Program 

(Tanmia) 

 

1. Establish a cybersecurity management system 

2. Develop a cybersecurity strategy and 

operational model 

3. Develop relevant policies, procedures and 

standards 

4. Ensure compliance with the National 

Cybersecurity Authority frameworks ECC, 

CCC, DCC, OSMACC, TCC 

5. Ensure compliance with ISO 27001 



6. Conduct internal audits on the National 

Cybersecurity Authority frameworks and ISO 

27001 

7. Obtain ISO 27001 certification 

13 
Cybersecurity Risk 

Management 

Sovereign Government 

Entity 

 

1. Develop a cybersecurity risk management 

methodology and align it with the overall risk 

management methodology 

2. Conduct a cybersecurity risk assessment on 

information assets + third parties + material 

changes + technical projects + operations 

14 NCA-ECC and CCC-P Nashirnet 

 

1. Establish a cybersecurity management system 

2. Develop policies, procedures and standards for 

cloud computing controls and ECC + CCC core 

controls for service providers 

3. Conduct cybersecurity risk assessments for 

projects and products 

4. Conduct internal audits 

5. Develop and measure performance indicators 

15 
Data Classification and 

Modeling 

King Abdulaziz Public 

Library 

 

1. Develop data log 

2. Classify data 

3. Develop data modeling plan and perform 

modeling for library systems 



16 

Implementation of the 

Personal Data Protection 

Regulation (PDPL) 

Aljaber Finance 

 

1. Limiting personal data and processing 

activities 

2. Developing policies, standards and procedures 

related to data privacy 

3. Developing consent management processes 

4. Conducting audits of data processing activities 

5. Conducting awareness workshops on personal 

data protection 

17 

Implementation of the 

Personal Data Protection 

Regulation (PDPL) 

Regulation 

Hala Payment 

 

1. Limiting personal data and processing 

activities 

2. Developing policies, standards and procedures 

related to data privacy 

3. Developing consent management processes 

4. Conducting audits of data processing activities 

5. Conducting awareness workshops on personal 

data protection 

18 

Implementation of the 

Personal Data Protection 

Regulation (PDPL) 

Regulation 

Mrna Finance  

 

1. Limiting personal data and processing 

activities 

2. Developing policies, standards and procedures 

related to data privacy 

3. Developing consent management processes 

4. Conducting audits of data processing activities 

5. Conducting awareness workshops on personal 

data protection 

19 
Implementation of SAMA 

CSF 
Finzey  

1. Conduct a comprehensive cybersecurity gap 

assessment. 



 

2. Develop policies, procedures, and standards in 

alignment with the Saudi Central Bank 

(SAMA) Cybersecurity Framework. 

3. Perform cybersecurity risk assessments for 

all information assets. 

4. Establish and check cybersecurity 

performance indicators (KPIs) 

5. Development of a comprehensive Disaster 

Recovery (DR) Plan and Incident Response 

(IR) Plan 

  



12. Staff 

# Name Job Title Education Level 
Years of 

Experience 
Experience 

1 S. Governance and Risk Management (GRC)  

Bachelor of 

Computer 

Engineering 

6 Years 

1. Manage and conduct operational and 

operational reviews in compliance with Saudi 

Arabian Oil Company (SAS 002), ISO 27001, 

NCA-ECC and NIST SP 800-53 cybersecurity 

requirements. 

2. Manage and develop customized 

cybersecurity governance policies and 

procedures in Arabic and English by ISO 

27001, NIST, NCA and Saudi Arabian Oil 

Company Cybersecurity Standard. 

3. Manage cybersecurity risks and conduct 

cybersecurity risk assessments and IT risk 

assessments by national and international 

standards. 



4. Implement and review the organization’s 

Information Security Management System 

by ISO 27001 and the National 

Cybersecurity Authority (NCA-KSA) 

5. Managing and implementing the 

organization’s business continuity 

management system according to ISO 

22301 

2 B. A 
Governance and Risk Management (GRC) 

Consultant 

Master of Cyber 

security 
2 Years 

1. Manage and conduct operational and 

business reviews by Saudi Aramco 

Cybersecurity requirements (SACS-002) 

ISO 27001, NCA-ECC, and NIST SP 800-53. 

2. Manage and develop cybersecurity 

governance policies and procedures in 

Arabic and English by ISO 27001, NIST, 

NCA, and Saudi Aramco Cybersecurity 

Standards. 



3. Manage cybersecurity risks and conduct 

cyber risk assessments and technology risk 

assessments against national and 

international standards. 

4. Implement and audit the organization’s 

Information Security Management System 

based on ISO 27001 and National 

Cybersecurity Authority (NCA-KSA). 

5. Implement personal data protection law and 

regulations and conduct privacy risk 

assessments related to personal data. 

3 G.H 
Governance and Risk Management (GRC) 

Consultant 

Bachelor of 

Computer 

Engineering 

3 Years 

1. Manage and conduct operational and 

process reviews by Saudi Aramco 

Cybersecurity requirements (SACS-002) 

ISO 27001, NCA-ECC, and NIST SP 800-

53. 



2. Manage and develop cybersecurity 

governance policies and procedures in 

Arabic and English by ISO 27001, NIST, 

NCA, and Saudi Aramco Cybersecurity 

Standards. 

3. Manage cybersecurity risks and conduct 

cyber risk assessments and technology risk 

assessments against national and 

international standards. 

4. Implement and audit the company’s 

cybersecurity management system based 

on ISO 27001 and National Cybersecurity 

Authority (NCA-KSA). 

5. Implement personal data protection law and 

regulations and conduct privacy risk 

assessments related to personal data. 



4 A. Y 
Governance and Risk Management (GRC) 

Consultant 

Master of 

Cybersecurity 
2 Years 

1. Manage and conduct operational and 

process reviews by Saudi Aramco 

Cybersecurity requirements (SACS-002) 

ISO 27001, NCA-ECC, and NIST SP 800-53.  

2. Manage and develop cybersecurity 

governance policies and procedures in 

Arabic and English by ISO 27001, NIST, 

NCA, and Saudi Aramco Cybersecurity 

Standards. 

3. Implement personal data protection law and 

regulations and conduct privacy risk 

assessments related to personal data. 



10 E.A 
Governance and Risk Management (GRC) 

Consultant 

Master of 

Cybersecurity 
2 Years 

1. Manage and conduct operational and 

process reviews by Saudi Aramco 

Cybersecurity requirements (SACS-002) 

ISO 27001, NCA-ECC, and NIST SP 800-53.  

2. Manage and develop cybersecurity 

governance policies and procedures in 

Arabic and English by ISO 27001, NIST, 

NCA, and Saudi Aramco Cybersecurity 

Standards. 

3. Implement personal data protection law and 

regulations and conduct privacy risk 

assessments related to personal data. 
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